CITY AND BOROUGH OF SITKA

NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCIBES HOW YOUR MEDICAL INFORMATION MAY BE USED AND DISCLOSED
AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY

Effective April 14, 2004

INTRODUCTION

The Health Insurance Portability and Accountability Act (HIPAA) requires the City provide you with
this notice. It describes how medical information about you may be obtained, used, and disclosed
by the City and Borough of Sitka (City), by the Administrator of the Health Plans (Administrator), and
by the various providers, consultants, and agencies (Agents) hired by the City, and how you can get
access to this information and your medical records. Please review it carefully.

The City maintains the following Life and Health insurance plans: Premera Blue Cross health plan,
States West Life, SBS cafeteria plan, AFLAC and Heritage Supplemental Life insurance. The Human
Resources Department administers the Plans and assists in processing medical claims and appeals
made by participants in the Plans. It also utilizes various other agencies to assist in the health plan
components, cafeteria plan components, utilization review, pharmaceutical practice and use, EAP
Programs and other benefits consulting needs. The City will maintain a limited amount of protected
health information (PHI), such as enrollment data for the Plans, COBRA, FMLA/AFLA and Cafeteria
Plan components. All of the Administrators and Agents are required by HIPAA to obey its
requirements. Compliance with HIPAA is part of their obligation with the City.

The City and Borough of Sitka and its Administrators and Agents respect the privacy and
confidentiality of your protected health information. All are committed to ensuring the confidentiality of
your information in a responsible and professional manner. All are required by law to maintain the
privacy of your protected health information and abide by the terms of this notice.

Should any of the City, Administrator, or Agency privacy practices change, the City reserves the

right to change the terms of this notice and to make the new notice effective for all protected health
information. Once revised, the City will notify you that a change has been made and post the notice
on our Web site at http://www.cityofsitka.com You may also request the new notice be mailed to you.

This notice explains how the City, Administrator, and Agents use information about you and when
that information can be shared with others. It also informs you about your rights. Finally, this notice
provides you with information about exercising these rights.

HOW THE CITY USES OR SHARES INFORMATION

The City acquires limited PHI about you in order to enroll, maintain, change and terminate your
participation in the Plans. Those in the City performing these functions include City payroll
employees and Human Resources employees. They will obtain the following information from you to
perform these functions: The names, dates of birth, addresses, phone numbers, social security
numbers, employment data with the City, enrollment with other medical benefit plans if any, of your
self and any dependents and/or domestic partners that participate in the Plans. Other authorized City
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employees may also use this information to conduct quality assessment and improvement activities,
other activities relating to the creation, renewal or replacement of health benefits and budget creation
and analysis.

The City may also acquire information from the Plans that has been de-identified — that is medical
information that cannot be linked to any individual participant, for purposes of utilization review,
cost studies, and review of appeals decisions made by the Administrator with respect to any Plan
benefit.

HOW THE ADMINISTRATORS AND AGENTS USE AND SHARE INFORMATION

The City’s Agents and Administrator use protected health information and may share it with others
as part of your treatment, payment for treatment, and Plan operations. The following are ways the
Agents and Administrator may use or share information about you:

¢ The Agents and Administrator will use the information to administer your plan benefits and
help pay your medical bills that have been submitted to the Agents and Administrator by
doctors and hospitals for payment.

¢ The Agents and Administrator may share your information with your doctors or hospitals to
help them provide medical care to you. For example, if you are in the hospital, the Agents and
Administrator may provide access to any medical records sent to the Agents and Administrator
by your doctor.

o The Agents and Administrator may use or share your information with others to help manage
your health care. For example, the Agents and Administrator might talk to your doctor to
suggest a disease management or wellness program that could help improve your heath.

e The Agents and Administrator may share your information with individuals who perform
business functions for the City. The City will only share your information if there is a business
need to do so and if our business partner agrees to protect the information, in accordance with
this privacy notice.

e To give you information about treatments and programs or about health related products and
services that may be to your benefit. For example, the Agents and Administrator sometimes
send out letters to notify you about smoking cessation or weight loss programs.

There are also state and federal laws that may require the City Agents and Administrator to release
your health information to others. The Agents and Administrator may be required by law to provide
information to others for the following reasons:

e The Agents and Administrator may have to give information to law enforcement agencies. For
example, the Agents and Administrator are required to report when child abuse or neglect or
domestic violence is reasonably believed to have occurred.

e The Agents and Administrator may be required by a court or administrative agency to provide
information because of a search warrant or subpoena.

e The Agents and Administrator may report health information to public health agencies if the
Agents and Administrator believe there is a serious health or safety threat.
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e The Agents and Administrator may report health information on job-related injuries because of
requirements of state workers’ compensation laws.

e The Agents and Administrator may report information to the Food and Drug Administration.
This agency is responsible for investigating or tracking prescription drug and medical device
problems.

e The Agents and Administrator may have to report information to state and federal agencies
that regulate the City, such as the U.S. Department of Heath and Human Services.

If the City Agents and Administrator use or disclose your information for any reasons other than
the above, your written authorization will be obtained first. If you give the Agents or Administrator
written permission and change your mind, you may revoke your written authorization at any time.
The Agents and Administrator will honor the revocation except to the extent that the Agents or
Administrator have already relied on your authorization.

NOTE: If the City Agents or Administrator disclose information as a result of your written
authorization it may be re-disclosed by the receiving party and may no longer be protected by state
and federal privacy rules. However, federal or state law may restrict re-disclosure of additional
information such as HIV/AIDS information, mental health information, genetic information and
drug/alcohol diagnosis, treatment, or referral information.

What Are Your Rights
You have certain rights with respect to your protected health information. These include:

e You have the right to ask the City Agents and Administrator to restrict how your
information is used or disclosed for treatment, payment, or health care operations. You also
have the right to ask the Agents and Administrator to restrict information provided to persons
involved in your care. While the Agents and Administrator may honor your request for
restrictions, they are not required to agree to these restrictions.

e You have the right to submit special instructions to the Agents and Administrator
regarding how information is sent to you that contains protected health information. For
example, you may request that your information be sent by a specific means (for example,
U.S. mail only) or to a specific address. The Agents and Administrator will accommodate
reasonable requests by you as explained above. The Agents and Administrator may require
that you make your request in writing.

e You have theright to inspect and obtain a copy of information that the Agents and
Administrator maintain about you in a designated record set. However, you may not be
permitted to inspect or obtain a copy of information that is:

= contained in psychotherapy notes;

= compiled in reasonable anticipation of, or for use in a civil, criminal, or
administrative action or proceeding; and

= subject to the Clinical Laboratory Improvements Amendments of 1988, 42
U.S.C. 263a, to the extent the provisions of access to the individual would be
prohibited by law or exempt from the Clinical Laboratory Improvements
Amendments of 1988, pursuant to 42 CFR 493.3(a)(2).
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Additionally, in certain situations the Agents and Administrator may deny your request to
inspect or obtain a copy of your information. If the Agents and Administrator deny your
request, the Agents and Administrator will notify you in writing. Any denial will explain your
right to have the denial reviewed.

The Agents and Administrator may require that your request be made in writing. The Agents
and Administrator will respond to your request no later than 30 days after it is received. If the
information you request is not maintained or accessible to the Agents and Administrator on-
site, the Agents and Administrator will respond to your request no later than 60 days after it is
received. If additional time is needed, the Agents and Administrator will inform you of the
reasons for the delay and the date that the Agents and Administrator’ action on your request
will be completed.

If you request a copy, a reasonable fee based on copying and postage costs will be required.
You may request a copy of the portion of your enrollment and claim record related to an
appeal free of charge.

e You have theright to ask the Agents and Administrator to amend information maintained
about you in a designated record set. The Agents and Administrator will require that your
request be in writing and that you provide a reason for your request. The Agents and
Administrator will respond to your request no later than 60 days after it is received. If a
response cannot be made within 60 days, the time may be extended by no more than an
additional 30 days. If additional time is needed you will be notified of the delay and the date by
which action on your request will be completed.

If an amendment is made you will be notified that it was made, and the Agents and
Administrator will obtain your authorization to notify the relevant persons you have identified
with whom the amendment needs to be shared. The Agents and Administrator will notify these
persons, including their business associates, if any, of the amendment.

If your request to amend is denied, you will be notified in writing of the reasons for the denial.
The denial will explain your right to file a written statement of disagreement. The Agents and
Administrator have a right to rebut your statement. However, you have the right to request
that your written request, the Agents and Administrator written denial, and your statement of
disagreement be included with your information for any future disclosures.

e You have the right to receive an accounting of certain disclosures of your information made
by the Agents and Administrator during the six years prior to your request. The accounting
may not include disclosures:

= for treatment, payment, and health care operations purposes;

* made for you;

* made in connection with a use or disclosure otherwise permitted;
* made pursuant to your authorization;

» for a facility’s directory or to persons involved in your care or other notification
purposes;

= for national security or intelligence purposes;

= to correctional institutions, law enforcement officials;
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» made as part of a limited data set for research, public health, or health care
operations purposes; or

= made prior to April 14, 2004.

Additionally, if the City Agents and Administrator disclose your information for
research purposes pursuant to an authorization, the Agents and Administrator
may not account for each disclosure of your information. Instead, the Agents
and Administrator will provide for you: (1) the name of the research protocol or
activity; (2) a description of the research protocol or activity including the
purpose for the research and the criteria for selecting particular records; (3) a
description of the type of protected health information that was disclosed; (4)
the date or period of time when such disclosure occurred; and (5) the name,
address, and telephone number of the entity that sponsored the research and
researcher to whom the information was disclosed.

The Agents and Administrator will act on your request for an accounting within
60 days. Additional time may be needed to act on your request, and may
therefore take up to an additional 30 days. Your first accounting will be free,
and you will be entitled to one free accounting upon request every 12 months.
However, if you request an additional accounting within 12 months of receiving
a free accounting, you will be charged a fee. You will be informed of the fee in
advance and you will be provided with an opportunity to withdraw or modify
your request.

Exercising Your Rights

You have aright to receive a paper copy of this notice upon request at any time. You can
also view a copy of the notice on our Web site at http://www.cityofsitka.com

If you have any questions about this notice or privacy practices of the City, its Agents or Administrator,
please contact the HR Director (Privacy Officer) at 907-747-1816.
Our office is open Monday through Friday from 8 a.m. to 5 p.m.

If you believe your privacy rights have been violated by an Agent or Administrator you may file a
complaint with the City by writing the City at the address as follows:

Mark Danielson
Privacy Officer
City and Borough of Sitka
100 Lincoln Street
Sitka, AK 99835

You may also notify the Office of Civil Rights, U.S. Department of Health and Human Services of
your complaint. The City cannot and will not take any action against you for filing a complaint. You
may contact the Office of Civil Rights at:

Office for Civil Rights
U.S. Department of Heath and Human Services
Room 509F, HHH Building
200 Independence Avenue, S.W., Washington, DC 20201
OCR Hotlines-Voice: 1-800-368-1019, Ocrmail@hhs.gov
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